Computing

Textbook

Programming basis

Memory address

Assignment – giving a value to a variable or a constant

Debuggin

Declaration – eg Dimension Age as Integer

Data types – integer, real/float, text/string, Boolean, character, date/time, pointer/reference, array, record

User-defined data types

Sequencing

Selection

Nesting

Repetition, iteration, definite/indefinite iteration

Arithmetic operations

Relational operations

Boolean operations – and, or, not, xor

String-handling functions

Table 3.2 common operations in C# and Python

Subroutine, procedures, subprograms, routines

Local variables / global variables

Functions / functional programming

Parameter / argument

Block interface – describes the data being passed from one subroutine to another

Exception handling

Hierarchy chart – structure chart

Top-down approach

Flowchart
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System flowchart

Pseudo-code

Naming conventions

Code layout
Comments

Dry run

Trace table

Object-orientated programming

Modular design

Encapsulation – properties, methods and data are all in one object

Properties – defining features of an object or class

Inheritance – properties and methods belonging to a class are inherited by a subclass

Inheritance diagram

Class diagrams

Instantiation – creating an object from a class

Polymorphism – one method for different types of data

Overriding – a method of a subclass overrides the method of a base class

Composition aggregation 

Association aggregation

Design principles of object orientated programming: (1) encapsulate what varies, (2) favour composition over inheritance, (3) program to interfaces, not implementation.
Data structures

Arrays

Files – text, binary

Queue, stack

Static, dynamic data structure

Heap

LIFO – last in first out = stack, pointer

Stack frame, call stack

Interrupt

FIFO – First in first out = queue

Front pointer, rear pointer

Linear queue, circular queue, priority queue

Graphs and trees

Undirected, directed graph

Latency – time delay when transmitting data

Adjacency list
Weighted graph

Adjacency matrix

Trees, nodes, edges, tree has no loops

Root, parent, child, leaf

Binary search tree

Binary tree

Hash table – a data structure that stores key/value pairs based on an index calculated by an algorithm

Hashing algorithm

Cache – high-speed temporary memory

Collision, clustering, load factor – for hashing algorithms

Index

Chaining – technique generates a unique index when there is a collision

Rehashing

Dictionary – maps keys to data; also called an associative array

Vectors

Magnitude, direction, components
Vector scaling, vector addition, scalar multiplication, dot product

Convex combination, vector space

Convex hull: spatial representation of the vector space between two vectors.

Implementing a graph

Traversing a graph – depth first, breadth first

Traversing a binary tree: (1) pre-order, (2) in-order, (3) post-order

Binary search, recursion

Dijkstra’s shortest path algorithm

Linear search, binary search

Binary tree search

Reverse Polish notation

Infix expressions

Polish notation

Prefix, postfix

In-order traversal ( infix format

Post-order traversal ( Reverse Polish notation, RPN

Pre-order traversal ( Polish notation

Post-script – vector graphics – stack orientated

Sorting algorithms, bubble and merge
Logical reasoning

Problem solving

Algorithms

Abstraction – reduce problems to their essential features

Representational abstraction – remove unnecessary details

Abstraction by generalisation/categorisation – put similar aspects of a problem into hierarchical categories.

Procedural abstraction – break the solution down into procedures or subroutines
Top-down design – start with the main system at the top and break it down into smaller units

Functional abstraction – abstract the common functions

Data abstraction – data can be implemented in different ways

Problem abstraction – remove unnecessary details so that the underlying problem may be identified

Information hiding – for example, the inner workings of a car

Decomposition – breaking down a large task into smaller tasks

Composition – building up a whole system from smaller units

Procedural composition

Automation

Finite state machines (FSM) – a device that stores its current status; the status can change as a result of an input.  Mainly a conceptual model.
State transition diagrams

Accepting state

State transition table

Mealy machine – a type of finite state machine with outputs

Cipher = code, encrypt, decrypt

Shift cipher

Turing machine

Universal machine

Regular expression – contains strings of characters that can be matched to the contents of a set

Regular expressions are used in searching strings

Table 20.2 – standard expressions

Context-free language – an unambiguous way of providing the syntax of a language.

Backus-Naur Form (BNF)

Set

Terminal in BNF – the final element that requires no further rules

Syntax diagram

Maths for regular expressions

Natural numbers

Set comprehension

Set building

Empty set, finite, infinite sets

Union, intersection, difference, subsets

Big O notation

Function, domain, codomain

Space complexity of an algorithm

Time complexity

Input size

Constant time O(1)

Linear time O(N)

Polynomial time, eg, O(N2)

Exponential time, O(2N)

Logarithmic time, O(log N)
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Tractable problem – it can be solved in an acceptable amount of time

Intractable problem

Heuristic

Halting problem

Number systems

Number bases

Bit – single binary digit, 0 or 1

Byte – a group of 8 bits

Unit – grouping of bits or bytes, eg, GB, MB

Hexadecimal

Binary

Fixed point numbers

Floating point numbers

Mantissa / Exponent

Signed binary

Overflow – too big

Underflow – too small

Normalisation – adjusting numbers to a common scale

Precision – how accurate a number is

Rounding errors
Absolute and relative errors

Coding systems

Character code – binary representation of a particular letter or number etc.

ASCII and Unicode

Error checking and correction

Parity bit

Majority voting

Check digits

Bit-mapped graphics – image made of pixels

Pixel, resolution

Colour depth

Vector graphics

Analogue / digital

Sound sampling and synthesis

Data compression

Run-length encoding

Dictionary-based encoding

Lossy compression

JPEG – 8 x 8 blocks

Encryption

Plaintext to ciphertext

Caesar cipher – substitution cipher
Vernam cipher – uses a key; impossible to decrypt without the key

Polyalphabetic

Frequency analysis

Transposition cipher

Railfence cipher

Route cipher

Vernam cipher – Baudot code

Computational security / Computational hardness

Hardware / software

Application software
System software – utility programs, library programs

Translators: (1) compiler, (2) assembler, (3) interpreter

Operating system – virtual machine

Processor

Scheduling

Memory management

Virtual memory, paging

File management

Programming languages

Machine code

Assembly language

Mnemonics: 

LDR – Load register

STR – Store register

ADD

SUB

Source code / object code

Low-level / high-level language

Imperative, procedural language – based on commands
Object-orientated language – instructions and data are encapsulated in objects

Declarative language – properties required to be declared

Functional language – uses mathematical functions

Assembler – for low-level languages

Interpreter – high-level – reads and translates source code line by line

Compiler – reads the whole source code and translates the lot – also for high-level languages

Bytecode – an instruction set that can be executed on a virtual machine

Boolean algebra

Truth tables

Logic gates

Simplifying Boolean expressions

De Morgan’s Law

Figure 31.1 – List of gate symbols

Full and half-adder

Edge-triggered and D-type flip-flop

Internal hardware

Processor

RAM – Random Access Memory

Fetch-execute cycle
Chip

ROM – Read Only Memory

Addressable memory

Buses: Control bus, data bus, address bus

Word length

I/O input/output controllers

Von Neumann and Harvard architecture – Figure 32.6

Stored program concept

Control unit

Arithmetic Logic Unit (ALU)

Clock

Register – part of the CPU – stores data and control structures during the fetch-decode-execute cycle

Interrupt register

Current Instruction Register (CIR)

Program Counter (PC)

Memory Buffer Register (MBR)

Memory Data Register (MDR)

Memory Address Register (MAR)

Factors affecting performance

Multi-core

Cache

Interrupt Service Routine (ISR)

Priorities

Vectored Interrupt Mechanism – handles interrupts by pointing to the first memory address of the instructions needed
Instruction set

Figure 34.1 – Assembly language statement

Opcode, Operand, Addressing mode, Assembly language, Mnemonics

Direct address – the operand is the memory address or register number

Immediate address – the operand is the datum

Data Transfer operations

Arithmetic operations

Logical operations

Branch operations

Digital camera

Charge coupled device (CCD), Complementary metal oxide semiconductor (CMOS)

RGB filter

Compression, resolution

Barcode reader

RFID – Radio frequency identification
Laser printer

Magnetic hard disk

Optical disk

Solid state disk (SSD)

Controller, block, floating gate transistor

Comparison of storage devices

Moral, ethical, legal and cultural issues

Unauthorised access

Code of conduct

Data Protection Act

Freedom of Information Act

Computer Misuse Act

Data misuse

Regulation of Investigatory Powers Act (RIP)

Copyright, Designs and Patents Act

Serial / parallel transmission

Bandwidth

Bit rate / Baud rate

Latency

Synchronous and asynchronous data transmission

Start bit, stop bit, parity bit

Protocols: TCP/IP, HTTP, FTP

Network

Network adapter / Network Interface Card, NIC

Local Area Network (LAN), Wide Area Network (WAN)

Star topology

Bus topology

Client-server networks

Peer-to-peer networks
Wireless networks

Media Access Control (MAC)

Wireless Local Area Network (WLAN)

Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)

Request to Send/Clear to Send (RTS/CTS)

Service Set Identifier (SSID) – unique 32 character code that identifies a device on a wireless network

Network security

WiFi Protected Access (WPA/WPA2)

Uniform Resource Locator (URL)

Domain name

IP address

Domain name server (DHS)

Port

POP3


Secure Shell Protocol (SSH)

Network Address Translation (NAT)

Port forwarding

Socket – an endpoint of a communication flow across a network – created in software not hardware

Subnet masking

IP addressing, v4 and v6

Dynamic Host Configuration Protocol (DHCP)
Internet Registries 

Regional Internet Registries (RIR)

Routing and gateways

Packet switching – method for transmitting packets of data via the quickest route on a network

Checksum

Internet security

Firewall

Packet filtering – examines contents of a packet and rejects them according to certain rules

Stateful filtering – examines contents of a packet and rejects them if not part of a recognised communication.

Proxy server

Symmetric / asymmetric encryption

Private / Public key

Digital certificates, digital signatures

Trojan, Virus, Worm

TCP/IP stack – figure 41.2

HTTPS, FTP, SSH

SMTP, POP3

Email server, Web server, Web browser

Client-server model

Application Program Interface (API) – enable one program to interface with another.

Websocket protocol

Message – a packet of data transmitted by the websocket protocol

CRUD – Create, Retrieve, Update, Delete

SQL – Structured Query Language

REST – Representational State Transfer

JSON – JavaScript Object Notation)

XML – Extensible Markup Language

Thick vs thin client computing

Relational database

Relationships, Entities, Attributes

Entity relationship diagrams

Primary key, entity identifier

Foreign key – an attributed that is a primary key in another table

Normalisation 

First, Second, Third normal form

Fully normalised form

Structured Query Language (SQL)

Client-server database

Database management system

Record locks, serialisation, timestamp ordering, commitment ordering

Big data

Structured / unstructured data

Machine learning techniques

Modelling big data

Modelling, graph schema, node, properties, edge

Distributed processing / functional programming

Variable, mutable, side-effects, imperative language, object-orientated language, function, concurrence

Functional programming paradigm

Function types

First-class object

Higher-order function

Function application

Partial application of a function

Function composition

Map function – a function that generates an output list from an input list by applying a function to each element in the input list

Filter function

Reduce or fold function

List processing, tail, head, empty list

Software system development (figure 48.1)

Analysis

Feasibility study

Top-down / modular design

Data flow diagram (DFD)

Data dictionary

Variables table

Human-computer interface (HCI)

Implementation

Prototype

Testing

Normal, boundary, erroneous data

Developmental testing, Black box testing, White box testing, unit testing, system testing

Evaluation
